Supercharge your Security, IT,

RangeForce
and DevOps teams with : . &
hands-on cyber skills training CyberSkills Training Platform

REALISTIC NETWORK SIMULATION

RangeForce’s simulation environment delivers advanced training
to defend against cyber attacks on enterprise networks that
reflect real-world environments.

CYBER RANGE & ATTACK BOTS

With an integrated Cyber Range and automated Attack Bots, run
blue team exercises using malware and techniques from stealthy
targeted attacks right out of the headlines.

SECURITY STACK INTEGRATION & TRAINING
Your security stack is built directly into our cyber range with
hands-on training modules developed to optimize operations.

VIRTUAL TEACHING ASSISTANT
Get timely support and advice when you need it from our Virtual
Teaching Assistant to master complex subject matter.

GAMING ENGINE

A gaming engine turns training lessons into engaging and
dynamic learning experiences, while adding the right amount of
competition to keep things interesting.

PRESCRIPTIVE ROLE-BASED LEARNING & MODULES

Over 300 training modules integrated into roles-based learning
paths and assessments that cover SecOps, Incident Response,
Forensics, ICS, DevSecOps, and Application Security.

COMPREHENSIVE REPORTING DASHBOARD

Individual, team, and executive dashboards and reports deliver
actionable quantitative analysis driving training that turns
average teams into experts.

CLOUD-BASED PLATFORM-AS-A-SERVICE

The RangeForce platform is the most advanced integrated
cloud-based cyber skill training and cyber range. Always
accessible. No need to buy or manage additional hardware or
software.

info@rangeforce.com www.rangeforce.com (877) 716-4342
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Lab Description Instructions VEICHEIREILERS

% =
Introduction Extracting Data 100 (] HANDS ,0N TRAINING
Eles(nThe Network With your preliminary investigation on the virus dor‘m Edit View Go Capture Analyze Statistics ‘Te!ephony Wireless Tools Help I n Ra ngezo rce S Intelg r?ted Cyber
) everything is secure and the traffic encrypted. If mal e = o 1 range and trainin atform
Extracting Data make sure that there are no plain text passwordsm " e 0 = Qe dierE S & - g I d hg P ‘th s k I |
You remember that you can easily filter out what y = e users ea rn an One elr S I S
passwords you need to filter out POST requests. R R P S éc:;.::".::} e R by praCt|C| ng N an On-demand

87 21.043091
88 21.272680 Packet 4 Hostname Content Type Size

B il 2533882503 waom real-world environment that
Investigate the .pcap file further v :? 2:72;3: e =
L) - -92: 147338 portal.northwind... text/htm! . . .
Yerazs Portalnorthwind... appication/x-nw... 231 bytes includes Iead|ng security tools
Frame 4: 372 bytes on 147311 portal.northwind... text/htmi 4,032 bytes
Ethernet II, Src: Pes 147290 portal.northwind.... text/htm 4,358 bytes .
Internet Protocol Ver| 147269 portal.northwind... text/htm! 0 bytes I|ke Splunk’ CISCO' YARA'
i User Datagram Protoco 147256 portal.northwind... application/x-ww... 43 bytes
Whatis the password the user "MozelRob( . pynamic wost configur| 147244 portal.northwind... text/htmi 4,891 bytes

147220 portal.northwind... text/htmi 3.259 bytes Wi reS h a rk a n d m O re .

147192 portal.northwind... text/htm! ytes
answer 147188 portal.northwind... application/x-ww... 88 bytes

e e e R RET
What is the password for the user "Manag¢ searching for objects (RN

Text Filter:

~-ox

answer B save All | %close| Ojsave

EXECUTIVE DASHBOAD
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Training Challenges

Threat Hunter | 13 Modules, 3 Challenges & 2 Exercises | 20hrs of Training
Week Week 2 Week 3 Week 4 Week 5 Week 6 ®

Mission 1 Mission 2 Mission 3 Mission 4 Mission 5 Mission 6

Yextend Password Cracking Netcat Intro Identifying False Positives  Reverse Engineering Ghidra ~ OpenSMTPD RCE

Malware Analysis  10C Scanning Threat Intel STIX/TAXIl  Privilege Escalation 10C, Proxychains & Port Threat Miner

Adv Logging Linux  Backdoor Challenge Advanced Detection 1 Obfuscation Challenge Knocking Threat Hunter
Advanced Detection 2 Capstone Challenge

EFFICIENTLY OPERATIONALIZE CYBERSECURITY TRAINING
Get started with RangeForce’s prescriptive learning curriculums, which cover the primary security operations roles
and levels. Easy to configure and deploy in the RangeForce Manager Interface, prescriptive learning will get your
team started with advanced security training in a matter of a few hours.
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